Anti-Doping Administration & Management System
ADAMS Two-Factor Authentication (2FA)

* To further enhance privacy and data protection in ADAMS

* Athletes can choose to use either
* atime-based one-time password (TOTP) or
* Short Message Service (SMS) or
* to opt out this function and answer Personal Verification
Questions

Set up 2FA with TOTP

Configuration of Two Factors icati ith T close

TOTP is currently not configured.

To improve the security on login, please configure the TOTP with your selected authenticator.

Step 1- Install/Open the authenticator application on your mobile device.

Step 2- Use the app. to scan the QR code.
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Step 3- Enter the code generatgd by the app.
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Your password is required each time for security reasons

Password: [ w2 Validate I

Set up 2FA with TOTP

In order to increase the security of your account, you are required to configure a Two-Factor Authentication with One-Time
Password with one of the following methods:

- TOTP: use an Authenticator Application to generate a temporary one-time d (highly rec ded).

- SMS: receive a verification code on your mobile device.

u want to configure:

Configure 2FA with TOTP Configure 2FA with SMS

al to configure it latg want to opt out

Install the authenticator app on your phone
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Set up 2FA with SMS

thentication with One-Time Pass

In order to increase the security of your account, you are required to configure a Two-Factor Authentication with One-Time
Password with one of the following methods:

- TOTP: use an Authenticator Application to generate a temporary one-time password (highly recommended).
- SMS: receive a verification code on your mobile device.

Please select the method you want to

Configure 2FA with TOTP

I want to configure it later

Tgure:

Configure 2FA with SMS

Configuration of Two-Factor Authentication wi

SMS is currently not configured.

To improve the security on login, please configure the SMS used for Two-Factor authentication.

When you own a smartphone (i.e., iPhone, Android, Windows Phone), it is to confi One-Time instead of SMS verification.

Step 1- Enter the phone number (Country code + phone number) and send the verification code.

.‘ Send verification Code

Step 2- Enter the code received by SMS, your password and validate.
Code received by SMS:

Your password is required each time for security reasons

Password: * | Validate




In order to increase the security of your account, you are required to configure a Two-Factor Authentication with One-Time
Password with one of the following methods:

- TOTP: use an Authenticator Application to generate a temporary ti d (highly rec d
- SMS: receive a verification code on your mobile device.

)

Please select the method you want to configure:

User is prompted to consent to a legal disclaimer in order to login

WADA has now enabled Two-Factors Authentication (2FA) for athletes in the interest of enhancing the security of their ADAMS
accounts and the personal data stored therein. WADA strongly recommends that athletes adopt 2FA and would like to caution
that, by not activating this feature, it may reduce the level of security of your personal data.

By Clicking ‘Confirm’, you confirm that you understand the risk of not adopting 2FA and that you agree to proceed without it.
Alternatively, click ‘Setup’ to proceed with the setup and adoption of 2FA. Please note that you may disable 2FA at any time.
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